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How We Got Here 
Cybersecurity & Districts Today



February 2021:
 

100 PPM => 11,100 PPM of Lye



Cyber Insurance is becoming harder to get

• The average price rose by 79% in the second quarter of 
2022 alone¹

• Reduction of cyber coverage from $5M to $3M or $1M
• Nearly 50% of all attacks are against organizations of 250 

employees or less²
• Enhanced security measures are now required by 

organizations to get coverage (training, scanning, MFA)

https://biztechmagazine.com/article/2023/03/what-small-businesses-need-know-about-cyber-insurance
https://www.insurancebusinessmag.com/us/news/cyber/cyber-insurers-hiking-premiums-lowering-coverage-limits--report-312738.aspx 
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What's at stake?

• Physical safety of community 
infrastructure

• Destruction of data
• Stolen money
• Lost productivity
• Theft of intellectual property
• Theft of personal and financial data
• Embezzlement 

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report/

• Fraud 
• Post-attack disruption to the 

normal course of business 
• Forensic investigation 
• Restoration and deletion of 

hacked data and systems 
• Reputational harm 



Ransomware
• Designed to block access to a 

computer system or encrypt its data 
until a ransom is paid

• Average 2023 payment = $1,542,333 
(up from $812,380 in 2022)¹

• 69% of state and local governments 
reporting ransomware incidents²

https://www.cloudwards.net/ransomware-statistics/
https://news.sophos.com/en-us/2023/08/01/the-state-of-ransomware-in-state-and-local-government-2023/









Don't worry!



MFA and why you want to 
enable it on your Office 365 
or Google Workspace

1. Enable 2-factor 
(MFA)









What Is it? 
• Free get.gov 
• Helps protect against spam
• Rank higher in search results

2. Get a .gov

Get Guide

https://support.getstreamline.com/obtaining-a-.gov-domain


<- Real site

<- Scam site



D-huh?

(MXToolbox.com free check)

3. Make sure DMARC 
 is enabled to keep others 
 from sending mail as you



4. Be ready for 
Phishing



Phishing 
Example







AI has made it 
even worse



“Help me rewrite 
this email to 
sound like these 
blog posts written 
by Mac 
Clemmens.”

“Personalize the message 
based on information in Dave’s 
biography on the website” 



This might be 
far more 
difficult to 
spot!

Dave has to 
think even 
more critically.

Hey Dave,

Given your exceptional attention to detail, which has always been 
evident in ensuring our clients' websites look impeccable, I wanted to 
reach out. With your 15 years of experience, I know you understand 
the importance of both aesthetic appeal and user-friendliness.

I'm thinking of rewarding our staff with surprise gifts as a token of 
appreciation and motivation. I trust you'll keep this information under 
wraps. I'd like this to remain between us until the gifts are handed out. 
Could you help with the purchase soon? Knowing your keen eye for 
detail, do you have any recommendations for local stores to buy these 
gift cards? I'm considering options like Amex, eBay, or Amazon.

When you're not busy tinkering in your shop or off-roading in your 
Jeep, I'd love to get your feedback. Looking forward to your insights 
before we move forward with this idea.

Best regards,
Mac Clemmens



In February of 2024, a report 
from the South China Morning 
Post revealed a significant 
financial loss suffered by a 
multinational company's Hong 
Kong office, amounting to 
HK$200 million (US$25.6 million), 
due to a sophisticated scam 
involving deepfake technology. 

The scam featured a digitally 
recreated version of the 
company's chief financial officer, 
along with other employees, who 
appeared in a video conference 
call instructing an employee to 
transfer funds.



1. Need to test your staff from time 
to time

2. Breach Secure Now or Bullphish ID 
are good companies to use

Phishing Strategies



(and how to know which 
phone numbers to use)

5. Call when confirming 
 wire transfers and 
 payments





How to be safe with wire transfers
1. Always call YOUR number (in your contacts) to the vendor to verify, not the 

number on the request 

2. You can use tools like iMessage Contact Key Verification (if on iPhone) to be 
sure you know you are text messaging the right person

3. Any new vendor OR updated change requires a 2-person control (one other 
person to sign off on the process)

• One initiates
• One approves



AKA "Pen Testing" 

6. Conduct Network
    Security Testing





• Use an outside consultant

• Internal Network Scan: 5K-50K 
(especially if you have SCADA 
devices)

• Website Security Scan: 1K-5K 
depending on platform

• Like an audit

Network Security 
  Testing Strategies



7. Password protect 
  all devices

• Consider mobile device 
management (MDM) to 
enforce this and 
recover/wipe lost devices 



8. Consider a password 
  manager
• 1Password

• Bitwarden (for teams)

• LastPass







Password Manager 
Benefits:

1. Encourages the use of unique 
passwords for every login

2. Helps ease staff transition problems 
(the #1 cause of lockout)

3. Defends against fraudulent lookalike 
sites from stealing credentials

4. You get an accurate list of systems!



9. Be careful what you 
share online (companies 
can aggregate data)

The “games” you 
play and ask you 
to share to your 
feed may ask for 
permissions you’re 
not expecting



These have been making the rounds

The Best Way to Answer???





What you're doing today is a 
perfect example of how to spot 
AI-powered cyber threats!

10. Keep learning



Get the checklist:
tinyurl.com/TXSafeD 

Questions?

Tom Bragg 
thomas@getstreamline.com 
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